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Introduction

The purpose of the court case studies is to examine the manner in which the courts are handling records management in the electronic environment.  This study was conducted at the Dar es Salaam High Court.

The Court in the Judicial Structure

Ministry of Justice and Constitutional Affairs

The Ministry of Justice and Constitutional Affairs has overall responsibility for the administration of justice in Tanzania.  The functions of the Ministry are provided for in the Second Schedule, Order Number 468 of 2000 made under Act No. 10 of 1980.  The main institutions under the Ministry are:

· The Attorney General’s Chambers

· The Judiciary

· The Commission for Human Rights and Good Governance

· The Law Reform Commission

· The Institute of Judicial Administration, Lushoto.
The Judiciary

The independence of the Judiciary is guaranteed under Articles 4 and 107B of the Constitution of the United Republic of Tanzania.  The Judiciary consists of four tiers:  the Court of Appeal, the High Court, Magistrates Courts (Resident Magistrates Courts and District Courts) and Primary Courts.  The head of the Judiciary is the Chief Justice. The day-to-day management of the Judiciary is vested with the Registrar of the Court of Appeal of Tanzania and has the following operational departments. 

· Private Office of the Chief Justice

· Office of the Senior Deputy Registrar of Court of Appeal

· Office of the Deputy Registrar of Court of Appeal

· Directorate of District Court Appeal

· Directorate of Primary Courts.

Court of Appeal

The Court of Appeal of the United Republic of Tanzania was established by article 117(1) of the Constitution and is the highest Court in the Judiciary.  There are 15 Justices of Appeal who hear appeals from the lower courts.  Appeals are heard by three Judges sitting together as the Court of Appeal.

The day-to-day management of the Judiciary is vested with the Registrar of the Court of Appeal of Tanzania.   The Office of the Registrar of the Court of Appeal has the following departments:

· Office of the Registrar of the Court of Appeal

· Private Office of the Chief Justice

· Office of the Senior Deputy Registrar of Court of Appeal

· Office of the Deputy Registrar of Court of Appeal

· Directorate of Administration and Personnel

· Directorate of District Courts to Court of Appeal

· Directorate of Primary Courts

· Chief of Training, Research and Statistics

· Accounts Unit

· Internal Audit. 

There is a Principal Judge who oversees the following:

· Judges in Charge of High Court Registries

· The Resident Magistrates Courts

· The District Courts 

· The Primary Courts 

· The Juvenile Court 

· The Registrar of the High Court

· The Commercial Division of the High Court

· The District Registrar of the High Court Zones

· The Land Division of the High Court

· The Labour Division of the High Court.  

The High Court 

The High Court of Tanzania was established under Article 108(1) of the Constitution.  It has full and unlimited jurisdiction over all civil and criminal matters and is vested with the appellate power in regard to determining matters submitted to it from subordinate courts, for instance the appeal may be from the Resident Magistrate Court or the District Court.  A civil or criminal appeal to the High Court can be on points of law or on points of fact, or on both. 
The High Court comprises 13 zones.  Each zonal High Court is staffed by Judges.  The High Court also has three specialised divisions:  Commercial Division, Land Division and Labour Division.  The Commercial Division is a division of the High Court, responsible for handling all commercial disputes.  Established in 1999, the main objective of establishing this court was to ensure efficient management and expeditious disposal of commercial disputes so as to encourage business development under a free market economy and also growth of foreign investments.  The Land Division, established in 1984 in relation to the Land Act, handles all land disputes.  Judges of this court are appointed by the Chief Justice from amongst the Judges of the High Court.  The Labour Division, inaugurated in 2007, is another division of the High Court of Tanzania and is responsible for hearing and deciding upon employment disputes. 

Resident Magistrate Courts and District Courts

There are 22 Resident Magistrates’ Courts and 109 District Courts.  The Resident Magistrates’ Courts and the District Courts have concurrent jurisdiction.  The District Courts, unlike the Resident Magistrates’ Courts, are found throughout all the Districts in Tanzania.  They receive appeals from the Primary Courts.  The Resident Magistrates’ Courts are located in major towns, municipalities and cities, which serve as the regional headquarters.

Primary Courts 
There are 1,105 Primary Courts.  The Primary Courts are the lowest courts in the hierarchy.   They deal with both criminal and civil cases.  Civil cases on property and family matters that apply customary law or Islamic law must be initiated at the level of the Primary Court, where the Magistrate sits with lay assessors.

Tribunals

There are several specialised quasi-judicial tribunals, including the District Land and Housing Tribunal, the Tax Tribunal and the Tax Appeals Tribunal.

ICT in the Judiciary

National ICT Policy 

The National Information and Communications Technologies Policy was issued in March 2003. The policy charts a path for ‘Tanzania to become a hub of ICT Infrastructure and ICT solutions that enhance sustainable socio-economic development and accelerated poverty reduction both nationally and globally.’
The overall objectives of the policy are to: 

· provide a framework that will enable ICT to contribute towards achieving national development goals
· transform Tanzania into a knowledge based society through the application of ICT.

The ICT Policy addresses a wide spectrum of issues: strategic ICT leadership, ICT infrastructure, the ICT industry, human capital, legal and regulatory framework, productive sectors, service sectors, the public service, local content and universal access.  Specific policy objectives include:

· increasing the use of ICT for equitable and sustainable socio-economic and cultural development
· raising the level of awareness on the role and potential of ICT
· prioritising ICT investment in development assistance policies and programmes
· fostering efficient, inter-operable, reliable and sustainable national ICT infrastructure commensurate with grass-root needs, and compliant with regional and international standards
· increasing the size and quality of ICT skilled human resources
· helping to increase the productivity of both the public and private sectors, by achieving the Government’s intention to be a model user of ICT
· empowering the public by building an e-Government platform that facilitates their relationship and interactions with Government, and enhances the range and delivery of more effective public services at both central and local levels, while also generating accurate and timely information to better shape policies, strategic  plans and tactical decisions for developing and enhancing the delivery of affordable public services
· promoting good corporate governance by furthering information sharing, transparency and accountability
· enabling public services to contribute meaningfully in achieving poverty reduction targets, in accordance to the priorities of the National Poverty Reduction Strategy Paper
· enhancing public participation.

Development of the ICT Roadmap for the Judiciary

Many MDAs produced their own ICT policies in conformity with the policy directions given by the National ICT Policy in 2003.  For instance, the Ministry of Lands, Housing and Human Settlements issued its own Information & Communication Technology Operational Policy and Guidelines in August 2008.  The Judiciary, however, did not take this route and instead prepared a road map to guide the development of its ICT.  The roadmap for development of ICT in the Judiciary was prepared in 2008.  Through a study and report entitled ICT Future Direction for the Tanzanian Courts:  A Road Map, which was prepared by a team comprising consultants and Judiciary staff. 

The report assessed the ICT situation in the Judiciary, identified priorities and mapped out the future directions for ICT in Tanzanian Courts.  The report covered all courts from the Court of Appeal to Primary Courts, Land, Labour and Commercial Courts and all case types ranging from civil to criminal.  The road map presented in the report is the basis on which all ICT developments are being carried out in the Judiciary. 

The report reviewed the situation of ICT in the Judiciary as at 2008 and summarised the situation.  There was no single ICT Department, and the different units in the Judiciary had their own individual ICT departments.  The result was that ICT developments were taking place in an unco-ordinated manner.  For example:

· separate Internet Service Providers had been adopted by the Court of Appeal, High Court, Labour Court and Land Court.
· PCs and networks had been established independently and supplied by different vendors with no standard configurations.

While the Judiciary estimated that it had over 6000 staff members across all the courts, there was ICT support of less than 10 people for the whole Judiciary, with five of these supporting the Court of Appeal and the High Courts, two supporting the Labour Court and two supporting the Commercial Court.

While computers were being introduced gradually into the Judiciary, the numbers were very limited, and in most areas of the Judiciary, typewriters were still being used.  Where computers had been introduced, there was little connectivity between or within the courts. Where Local Area Networks had been established, these were more for Internet access rather than for information sharing. 

Court Recording and Transcription
The Commercial Court has introduced a court recording system in some courts.  For those courts where recording systems had not been adopted, judges’ notes on proceedings were transcribed by typists.  The transcription process was often the single biggest delay to appeals from lower courts to the high courts.  It is not clear what measures are in place to manage recordings and manuscript notes.
Office Systems
There was no standardisation of office systems across the courts, and different operating systems and practices existed.  There were no formal file management procedures for electronic records, nor standard practices such as file naming conventions.  For those using e-mail, there were no formal rules or practices for managing e-mails as records, and most used informal systems such as Yahoo or G-mail, despite the existence of government circulars that disallow their use.  The HR system was entirely manual. It was hoped that it would be linked to the computerised HR system that was being developed and rolled out by the President’s Office - Public Service Management. 

The financial management system was linked to the Ministry of Finance system.  Within each court, payments were received manually and then loaded onto the Ministry of Finance system.

The management information systems were manual and the last statistics available were for 2005.  Courts compiled and sent their returns to the central office, where the data was entered into Excel spreadsheets from which the reports were generated.  However, data was often not received and hence the delay in compiling the annual statistics.

Future Directions and Roadmap for ICT Development in the Judiciary

The ICT Future Direction for the Tanzanian Courts report outlined a plan for improving the justice system in Tanzania through the development and application of ICT solutions.  The priorities for the justice system were:

· access to justice:  increasing the visibility of judgments

· timeliness of cases:  reducing the time taken to finalise cases

· backlogs:  reducing the growing backlog of cases

· efficiency of operations:  increasing productivity in and outside the courtroom. 

The ICT priorities were:

· capacity building:  for the infrastructure and those using the systems

· standardising solutions across all the courts

· ensuring longetivity:  supporting the implementation and ongoing maintenance of systems and infrastructure

· making a noticeable difference to the day to day operations of the court

· contributing to the court’s priorities.

The above priorities could be fulfilled by:

· improving the in - court processes such as the process of recording and transcribing

· understanding where cases are at:  ie information at the fingertips

· more automated production of correspondence and orders

· file management:  ie better tracking.
Infrastructure

A data centre has been established in Dar es Salaam and will become the backbone of the Judiciary Database.  All High Court Judges have been provided with laptops, which carry all the Tanzanian laws and law reports as well as digitised books.  The laptops enable the judges to write reports while at home. 

The Case Management System is now used in 12 courts, and the best experiences with this system are said to be in the Commercial Courts.  However, problems with the Case Management System have not been entirely resolved, and plans are afoot to procure a new system.  There is also a consultant stationed in the Court of Appeal who is reviewing the current case management system with a view to automating the process.  The consultant intends to begin by improving the paper system before embarking on the computerised systems.

In the High Court in Dar es Salaam, cause lists are now displayed on television monitors in public areas and members of the public can view dates for cases as well as the names of assigned judges.   E-Billboard software is being used for this. Digital recording equipment has been introduced into the courts to assist judges when recording evidence.  The ‘For the Record’ system has been installed in the Court of Appeal, High Court, Commercial Court, Land Court and Labour Court. In the next phase, the system is going to be rolled out to six High Court zones of Mbeya, Arusha, Mwanza, Moshi, Bujkoba and Tabora.  No plans are in place to manage the recordings over time.
There is now Internet connectivity (and e-mail facilities) in the courts in Dar es Salaam, including the High Court and the Labour, Commercial and Land Divisions.  There is, however, no connectivity between the courts and, within the courts, the Local Area Networks that have been installed are being used more for Internet access than for information sharing.  It is expected that in the next phase of the ICT Project, the Internet connectivity will be extended to the zonal offices of the High Court. 

However, as can be noted from these developments, most of the progress has been confined to Dar es Salaam and very little has happened in other courts.  Even in Dar es Salaam, the computers have filtered down only as far as the Magistrates and District Courts.  The Primary Courts are still completely manual.  In the courts where the computers have been installed, the numbers are still very limited and usage is largely for word processing, such as typing the decisions. 
Under the programme to modernise the Judiciary, various training programmes have been mounted. For instance:

· 40 Judges and 35 Registrars attended a two week course at ESAMI where they were trained in using the digital recording equipment and in how to write more accurate judgments

· 30 Court Clerks attended a course to improve the electronic registration of cases and in digital note taking during trials
· 12 ICT Administrators received training in networks and ICT
· 20 Transcribers were trained in the use of the digital recording software FTR (For the Record) that was being acquired.  Transcribers also attended an English language training programme at the British Council. 

ICT training is also available within some of the institutions that offer training to Judiciary staff.  The Institute of Judicial Administration in Lushoto, which trains primary court magistrates and judicial support staff, for instance, runs a course on principles of government, accounting and basic computer applications.

Assessment of the Judiciary ICT Road Map

The Road Map that the Judiciary has prepared is providing the required impetus and broad direction for the development of ICT in the Judiciary.  The Road Map focuses on acquisition and implementation of the systems, as can be seen from the core activities that have been identified for each of the initiatives:

· developing detailed requirements/ tender documents

· contract evaluation, selection and negotiation

· detailed analysis and design

· configuration/ customisation as required

· design and delivery of training

· testing

· implementation of the system and procedural changes

· rollout to further locations/ registries.

The Judiciary has not developed its own ICT policy and guidelines.  It would seem that the lack of a judiciary-specific ICT policy that considers records management issues is, to some extent, impacting ICT implementation.  The visits to the courts showed that measures had not been introduced for managing electronic records. 

Records Management in the Judiciary

Legislative Framework

The Records and Archives Management Department (RAMD), under the President’s Office, Public Service Management has overall responsibility for the administration and management of public records, including judicial records.  There are also several statutory instruments and laws that deal with judicial records.  For instance, the Civil and Criminal Procedure Act and Magistrate Court Act include provisions for the handling of judicial records while the Judicial Policy of 1963, among other things, gives directives for the registration and management of civil and criminal cases.  Document formats and contents are specified under the Civil Procedure Act schedules.

Responsibility for Records Management in the Judiciary

Overall responsibility for the administration of judicial records lies with the Registrar, Court of Appeal.  Officers involved with records include the following:

· Records Management Assistants (open and confidential registries)

· Court Clerks (Criminal and Civil cases registries)

· Typists (court proceedings and judgments)

· Magistrates (in their respective courts)

· Transcribers (in respect of court proceedings).

Registries 

The management of judicial records is split between the registries and the judicial officers. While the registries handle the information as it comes in and out, as well as the records themselves once the cases have been concluded, custody of the case file rests with the case officers and court clerks while the case in underway.  The number of registries in a judicial institution varies depending on its size and functions.  Resident Magistrate Courts, for instance, have as many as four registries:

· Central Registry

· Criminal Registry

· Civil Registry

· Traffic Registry.

Case Registration

The main category of court records consists of case files. Each case is assigned a unique identifier with the following information being recorded on the file cover:

· region/ district

· case number

· names of parties

· name of the magistrate/ judge assigned the case

· date of filing the case.
New sequences of files are started each year, and an index of all cases is maintained.  All documents relating to a case are kept together in one file.  When a case is moved to another court, it is given a new case number and cross-referenced to the previous case number.  In the past the files were colour-coded, but this is no longer being done as colour-coding is expensive, and the card stock is not always available.
Available statistics go back only to 2005, although it was indicated that these have now been updated and new statistics will be issued soon.  In 2003, the number of cases filed was 53,370, the number of cases decided was 39,412, while the number pending was 42,494.

File Movement

File movement is controlled through File Movement Cards or File Movement Registers on which the following details are recorded:  file title, file reference number, name of officer to whom the file is sent and date on which the file is sent for action/ storage.  It is the duty of Court Clerks to ensure that all items required in court are ready, including the files.  Court Clerks work closely with registry staff, and some come from the ranks of the registry.

Access to Records

The Civil and Criminal Procedure Act allows access to judicial records on payment of an access fees.  There is also public access to the decided cases through the Electronic Library (e-library).  In the Commercial Court, the judicial database system has been installed linking ongoing cases across all Commercial Courts.  The claimant/ respondent is given a free copy of the judgment.  Finalised cases can be accessed through the Judicial Library.  The Judiciary also abides by Establishment Circular No. 5, issued by the President’s Office - Public Service Management, which deals with the protection of the confidentiality of Government information in electronic form.

Records Storage

Current files are kept in registries, while semi-current and non-current records are kept in records storerooms.  Civil and criminal cases are stored in the Judicial Archives situated at the High Court.  There is a severe shortage of space for records storage.  In some of the courts visited, some of the non-current records are heaped in court rooms because of lack of storage space.  At the High Court registry, for example, there are so many non-current paper files that registry staff do not have space to sit.  Many other paper files have been dumped on the basement floor, unarranged and almost irretrievable.

Retention Scheduling

The Judicial Act of 1964 authorises disposal of judicial records with no continuing value after five to ten years, subject to approval by the Chief Justice.  The Civil and Criminal Procedure Act also specifies the retention period for some records.  These statutory instruments are applied in conjunction with the Records and Archives Management Act of 2002, and the Records Centre Transfer Guide, which was issued by RAMD in 2005.  The Records and Archives Management Act defines the roles and responsibilities of heads of public offices for creating and managing current records within appropriate filing systems, drafting retention and disposal schedules and implementing retention and disposal schedules.

The Records Retention/ Disposal Schedules issued by the President’s Office - Public Service Management in January 2005 contain retention/ disposal rules for generic records as well as for some records of the Ministry of Justice and Constitutional Affairs.  While this schedule, exists it is reported that, in spite of severe space shortages, no records have been disposed of as authorised under the schedule.

For electronic records, Establishment Circular No.6 of 2009 issued by the President’s Office -  Public Service Management provides that:  ‘Retention and disposal of electronic records should follow the retention/ disposal schedules for paper records and the system for electronic records management should indicate which records are supposed to be transferred to the National Archives for permanent preservation and when records with no permanent value are to be disposed.’  However, no electronic records have been disposed of using this provision.
Human Resources

The Registrar of the Court of Appeal and High Court has overall responsibility for records management in the Courts.  The Court Clerks are supervised by the Principal Court Clerk, who is overall in charge of the day to day operations of the registry.  The Court Clerks undergo basic and intermediate professional training at the Tanzania Institute of Judicial Administration.  They also attend training in general records management at Certificate and Diploma level, which includes a module on legal records management. 

There is a career structure for records staff in the courts, which is reflected in the general structure of all Records Management Assistants/ Officers in the Public Service.  There is a shortage of records management staff in the courts.  This is due to the limited budget and low priority given to this area.

Records Management Integration with Case Management Systems

The use of case management systems in the Judiciary is very limited.  The Commercial Court had adopted a case management system and this was being replicated in the civil section of the High Court.  The implementation of this system was facing several challenges.  For instance, the High Court had been trying to back capture pending civil court cases for two years, but the exercise was yet to be completed, with the result that the Court was not able to produce Cause Lists.  There were also problems that were yet to be resolved by the system developer.  The result was that some registrars and judicial officers held opinions of the system that were less than favourable.  The system is criticised for being of limited use.  The Labour Court, with DANIDA funding support, had also adopted a case management system some three years ago.  However, the Court had moved away from the system because of difficulties of having the system supported by a supplier based in Europe.
The following assessment was made of the Case Management System (CMS) in use at the Dar es Salaam High Court.
Assessment

Project Initiation

	Good Practice Statements
	Indicator
	Findings

	Records management issues are identified and documented when the need for an ICT or e-Government system is identified and documented.
	· Records management issues have been identified and documented
· All ICT and e-Government projects include a clear statement on addressing records management requirements.
	While it was indicated that records management issues were not a specific focus during the development of the ICT Road Map for the Judiciary, a Document Management System is planned.

	A governance structure (such as a project steering committee) is in place to ensure the collaboration of key individuals in planning, designing and developing the system, including the application system manager, project manager, systems developers and records managers.
	Record managers are represented within the governance structure for the ICT or e-Government system and are part of the planning, design and development of the system.
	There is an ICT Committee which is spearheading ICT development in the Judiciary. The Committee does not include records managers.


Planning

	Good Practice Statements
	Indicator
	Findings



	The analysis of business needs includes records management issues; potential solutions incorporate records management considerations.
	· A business needs analysis has been carried out 
· The analysis includes a consideration of records management issues.
	In preparing the Future Directions Report, the current ICT situation was reviewed and to some extent the business needs were identified. No specific assessment was made of the records management needs. 

	In assessing risks associated with the potential solutions, risks associated with records management are also taken into account.
	Risks associated with records management in the potential solutions have been assessed and documented.


	No specific records management issues were reviewed although a Document Management System has been planned.


Requirements Analysis

	Good Practice Statements
	Indicator
	Findings



	An analysis has been conducted of the records management requirements for the ICT or e-Government system based on the records management issues identified during the planning stages. 
	An analysis of the records management requirements of the ICT or e-Government system has been conducted and documented.


	No specific analysis of records management requirements was undertaken.

	The analysis of records management requirements for the ICT or e-Government system makes reference to internationally recognised standards. 
	The analysis makes reference to international records management standards or other internationally recognised sets of requirements (eg, ISO 15489, MoReq, DoD 5015, DIRKS, etc).
	No reference has been made to international standards for records management.


Design
	Good Practice Statements
	Indicator
	Findings

	The points in the process where records are expected to be generated and captured are defined and reflected in the functional requirements of the ICT or e-Government system.
	· All transactions that result in the creation of records within the ICT or e-Government system have been defined and documented
· A mechanism is in place to ensure that all records created within the ICT or e-Government system are effectively managed as evidence of transactions.
	Records management requirements have not been specifically defined.

	Performance measures are developed for assessing the records management performance of the ICT or e-Government system.
	Performance measures are in place to assess the ability of the system to meet records management requirements.


	Issue not considered or provided for.

	The system creates an audit trail that keeps a complete history of the creation, use and retention of all records within the system.
	The system captures metadata and creates an audit trail to provide a complete record of the creation, use and retention of records within the system.
	There is only limited audit trail function operating at present.

	Performance measures are carried out regularly to assess the ability of the system to meet records management requirements. 
	The system’s records management performance has been assessed within the last 12 months.
	Issue not provided for.

	A designated member of staff has been assigned responsibility for monitoring the system audit trail. 
	Responsibility for monitoring the system audit trail is documented and assigned to a designated member of staff.


	No one has been specifically designated to do this.

	The audit trail is analysed regularly to monitor access to the system, changes to access and security controls, and the integrity of records within the system.
	The system audit trail has been analysed within the last 12 months.
	No.


Implementation
	Good Practice Statements
	Indicator
	Findings

	The developed system has been tested for its records management performance against technical, management and functional records management requirements.  Testing included a ‘live’ test in an operational context.  An acceptance test has been conducted to confirm that the system meets records management requirements.
	Acceptance tests have been carried out for records management requirements; acceptance tests for records management requirements may be separate or incorporated in acceptance tests for the whole system. 
	System not tested for its records management performance.
No records management functionality considered.


Maintenance
	Good Practice Statements
	Indicator
	Findings

	Mechanisms have been established to assess system compliance with records management requirements through time.
	There is a documented mechanism for assessing the system for compliance with records management requirements; compliance assessment for records management requirements may be separate or incorporated in compliance assessment for the whole system.
	Issue not considered.

	Assessments for system compliance with records management requirements are regularly carried out. 
	An assessment for records management compliance has been carried out in the last 12 months.
	Not applicable as records management requirements not incorporated.


Review and Evaluation

	Good Practice Statements
	Indicator
	Findings

	There are performance standards to assess whether the ICT or e-Government system meets records management requirements, for example in relation to records security, data quality and data completeness.  These may be separate records management standards or systems standards that include records management standards. The standards should be related to records management requirements.
	There are documented performance standards to measure whether the ICT or e-Government system meets records management requirements.
	Issue not incorporated in the ICT systems.

	Performance assessments are conducted to assess the system’s compliance with records management standards.  
	A performance assessment has been carried out to assess the system’s compliance with records management standards within the last 12 months.
	Not considered or carried out.


Creating and Capturing Records
	Good Practice Statements
	Indicator
	Findings

	The system must be capable of:
	
	

	Capturing records in all formats as well as converting records from one format to another if required.

	
	System not capable of capturing records in all formats and converting to another (except for such functionality as found in MS-Office).

	Assigning unique identifiers to the records that will remain unchanged as long as the records exist.
	It is not possible to assign the same number to two records.
	No records management being practiced for electronic records so no unique identifiers being assigned.

	Supporting and applying security and access controls during the process of capturing records to ensure that the records are protected from unauthorised access, alteration and destruction/deletion.
	Access controls are automatically or manually assigned to complete the creation and capture of a record.
	Yes.


Managing and Maintaining Records
	Good Practice Statements
	Indicator
	Findings

	The system must be capable of:
	
	

	Validating metadata, for example against a range of pre-defined values such as a classification scheme.
	The system is designed to control the selection of metadata from pre-defined values (eg, in relation to classification of records).
	No.

	Creating rules to control the selection of metadata.
	The system has the functionality to create rules to control the selection of metadata (eg, in relation to classification of records).
	No.

	Assigning appropriate retention and disposition rules to records during record creation.
	To complete the creation and capture of a record, a retention rule must be assigned.
	Not incorporated into the system as records management requirements not catered for during ICT system development.

	Creating and maintaining an audit trail that tracks user access to records contained within or managed by the system.
	There is an audit trail that tracks access to the records contained within or managed by the system. Whenever a user accesses a record audit metadata is created. This audit metadata includes at least the date and time of access and the user’s ID.
	No.

	Creating and maintaining an audit trail that tracks changes to records and record metadata.
	The audit trail captures any changes made to records or metadata contained within or managed by the system.
	No.

	Providing an easy method of checking the audit trails for changes to records and records’ metadata within the system.
	A system audit is carried out every six months. This audit examines the audit trail for any changes made to records and records’ metadata. 
	No.


Managing Hybrid Records
	Good Practice Statements
	Indicator
	Findings

	ICT systems that manage hybrid records must be capable of:
	

	Searching for and retrieving all physical, hybrid and digital records registered by the system.
	System rules are consistent for physical, hybrid and digital records (eg, records are labeled or described for searching and retrieval purposes).
	No. There is no records management functionality in this system.


Searching, Accessing and Retrieving Records

	Good Practice Statements
	Indicator
	Findings

	The system must be capable of:
	
	

	Retrieving and listing a set of digital records and associated metadata that meet the search criteria.
	At least two criteria may be used to search for records in the same system, either using the record content or its metadata (eg, unique identification number, date of creation and capture, record type, user ID of creator).
	

	Restricting the definition and maintenance of access and security controls to an authorised system administrator.
	Responsibility for managing access controls is assigned to a designated member of staff or office.
	Yes.

	Supporting central management of access and security controls; applying these controls to users, records and associated metadata. 
	There are documented standards and procedures for applying system access controls.
	No.


Retaining and Disposing of Records
	Good Practice Statements
	Indicator
	Findings

	The system must be capable of:
	
	

	Providing backup for all records and the records’ metadata within the system.
	· There is a daily backup of all system data
· The backup is stored externally from the main system.
	Back up systems to be installed soon.

	Enabling an authorised individual to create, maintain, modify and manage retention and disposition rules.
	A designated member of staff or office has documented responsibility for managing retention and disposition rules.
	Functionality not yet installed/ operationalised.

	Applying retention instructions to records and triggering the appropriate disposition event when the retention period expires.
	There are documented policies and procedures for assigning retention and disposition instructions to records.


	Not incorporated into the ICT systems.

	Creating an audit trail of records retention and disposition rules and actions; enabling an authorised individual to carry out regular audits. 
	There is a documented audit of records retention and disposition rules and actions at least every 12 months. 


	Not provided for.


Retaining and Disposing of Records
	Good Practice Statements
	Indicator
	Findings

	The system or application must be capable of:
	
	

	Capturing information in a structured format so as to create an electronic record.
	
	No

	Connecting with an ICT system that has integrated records management functionality as set out Category 3 in such a way that records are captured and managed effectively

Connecting with an ICT system designed specifically for records management (eg an EDRMS) in such a way that records are captured and managed effectively.
	Records generated through the                 e-Government system or application are present in the ICT / records management system.
	System not assessed for this functionality.


Analysis

As elsewhere in the region, the ICT Committee responsible for managing the development of ICT capacity in the Judiciary does not include records management experts.  In Tanzania  this has contributed to the absence of electronic records management components in the ICT Road Map, and explains why a document management system is only now being planned.

The process mapping and risk assessments that have occurred in advance of the case management system design have not identified key points of records creation or capture. Further, no international standards for records management have been consulted in the design of the system.  As a result, the system does not enable the measurement of records management performance, nor was it tested for records management performance against technical or functional requirements for records management during implementation.  No mechanisms have been created to assess the system’s compliance with records management requirements and therefore no regular assessments of this kind are conducted.  Further, no performance standards for records security, data quality or data completeness have been developed against which to assess the system.

The system has limited functionality in terms of its ability to manage records through the records lifecycle.  The system cannot capture records in all formats and has much the same functionality as MS Office with regard to converting record formats.  The system cannot assign unique identifiers to documents, which limits searchability, slows retrieval and weakens the system’s audit functionality.

The system does not include pre-defined metadata for records, nor rules for controlling metadata.  This means that preferred indexing terms are not used, making the use of synonyms and data entry errors possible.  Searches are therefore less comprehensive, which makes locating pertinent records difficult.  This can have serious consequences for cases before the court and for the rights and entitlements of citizens.  This situation would also make compliance difficult if a Freedom of Information law were to be enacted.
The system is not yet capable of assigning retention and disposal actions during records creation.  This will mean that when administrators wish to move records to a digital repository for safe-keeping over time or to delete out-dated records from the system, individual records will need to be opened and assessed against a retention and disposal schedule.  This process is expensive and time-consuming.

The system has only limited audit trail functionality, and the audit trail is not monitored. There is no functionality for tracking user access to records, nor recording changes to records or their metadata.  This leaves the records in the system open to tampering and calls into question the reliability of all the information contained in the system.  This is a flaw that could undermine confidence in the court and provide grounds for questioning judgments.  Further, this could allow alterations to metadata that could effectively render records ‘lost’ in the system.

The system does not link electronic records to paper records, which means that electronic and hard copy records for the same case must be searched and tracked separately.

At the time of the assessment no back-ups were made of records contained in the system, though back-ups were planned.  In effect, all electronic records stored in the system between its implementation and the introduction of back-ups were at serious risk of corruption and loss.

Conclusion

The National ICT policy demonstrates the Government’s desire to transform Tanzania into a knowledge-based society, but it omits records management as a crucial component to achieving this goal.  The ICT Roadmap for the Judiciary identifies records management as a factor, but it does little to integrate records management with ICT/ e-Government.

While the Records and National Archives Division of the President’s Office - Public Service Management, has issued circulars and guidance that attempt to deal with records management there is no mechanism in place to harmonise this guidance with the ICT Roadmap or other ICT/ e-Government plans.

This disconnect between law, strategy and policy is already having repercussions at the lowest level in terms of the practical and technical design and implementation of electronic systems.  The lack of attention to records management functionality in systems, such as the case management system in use at the High Court at Dar es Salaam, directly affect the performance of the courts and the enjoyment of rights and entitlements by citizens whose cases they manage.  In this environment, the courts would find it difficult to comply with Freedom of Information legislation if it were introduced.
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